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configuration of various network modal flow tables. In the p4runtime-pins container, a connection with the controller

through the gRPC service module was established, a neighboring network element discovery algorithm for controller

discovery of links was utilized, and a network element port update algorithm to resolve the issue of port changes in

practical application environments was designed. Furthermore, to address the issue of poor support for flow table

variations in the hardware forwarding processing unit of SONiC network element switches, the internal flow table

dumping and gRPC network element proxy functionality was introduced in p4runtime-pins to facilitate the deploy-

ment of different network modal flow tables. Experimental results demonstrate that the p4runtime-pins container has

low resource consumption, occupying only 1.70% of CPU and 0.45% of memory. Moreover, SONiC network element

devices deployed with the p4runtime-pins container can accurately receive and configure flow table rules issued by

the controller, with an only 0.027~0.037 s flow table configuration delay.

Key words: PINet, white box switch, switch operating system, network element control channel
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admin@SONIC-1~$ show interfaces status

admin@SONIC-1~$ show interfaces status

Interface Lanes Speed MTU FEC Alias Vlan Oper Admin Type Asym PFC
EthernetO 76 25G 9100 none eth-0-1 trunk up up SFP/SFP+/SFP28 N/A
Ethernet1 71 25G 9100 none eth-0-2 trunk up up SFP/SFP+/SFP28 N/A
Ethernet2 78 25G 9100 none eth-0-3 trunk down up SFP/SFP+/SFP28 N/A
Ethernet3 79 25G 9100 none eth-0-4 trunk down up N/A N/A
Ethernet4 80 25G 9100 none eth-0-5 trunk down up N/A N/A
Ethernet24 100 25G 9100 none eth-0-25 trunk down up N/A N/A
Ethernet25 101 25G 9100 none eth-0-26 trunk down up N/A N/A
Ethernet26 102 25G 9100 none eth-0-27 trunk down up N/A N/A

Interface Lanes Speed MTU FEC Alias Vlan Oper Admin Type Asym PFC
Ethernet0 76 25G 9100 none eth-0-1 trunk up up SFP/SFP+/SFP28 N/A
Ethernet1 77 25G 9100 none eth-0-2 trunk down up SFP/SFP+/SFP28 N/A
Ethernet2 78 25G 9100 none eth-0-3 trunk down up SFP/SFP+/SFP28 N/A
Ethernet3 79 25G 9100 none eth-0-4 trunk down up N/A N/A
Ethernet4 80 25G 9100 none eth-0-5 trunk down up N/A N/A
Ethernet24 100 25G 9100 none eth-0-25 trunk down up N/A N/A
Ethernet25 101 25G 9100 none eth-0-26 .trunk down up N/A N/A
Ethernet26 102 25G 9100 none eth-0-27 .trunk down up N/A N/A

B 11  SONiC-1 3 1145 5 {5
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~$ show acl table

Name Binding  Description

Stage Udf-groups

ACCMF_EXACT UDF Ethernet0 acemf exact

ingress ACCMF_EXACT_UG_8

COREMF_EXACT UDF Ethernet0 coremf exact ingress COREMF_EXACT UG_8
Ethernet22

PWL_EXACT UDF Ethernet0 pwl_exact  ingress PWL_EXACT UG_8

IPV4_EXACT UDF Ethernet0 ipv4_exact ingress IPV4_EXACT_UG_8
Ethernet56

IPV6_EXACT UDF Ethernet0 ipv6_exact ingress IPV6_EXACT_UG_8

~$ show acl rule

Table Rule

Priority Action

Match

ACCMF_EXACT  3_0x00000066_0x0003_0x00000065
ACCMF_EXACT  2_0x000000¢9_0x0002_0x00000065
COREMF_EXACT 3_0x03eb_0x0003
COREMF_EXACT 2_0x03ea_0x0002

PWL_EXACT 3_0x123456789012_0x0003

PWL_EXACT 2_0x123456789011_0x0002

IPV4_EXACT 3_0x0a000004_0x0003

IPV4_EXACT 2_0x0a000003_0x0002

IPV6_EXACT 3_0x0003_0x12340000000000005678901234567892
IPV6_EXACT 2_0x0002_0x12340000000000005678901234567891

3 REDIRECT:Ethernet2 UDF_DATAS:0xffff0000006500000066 T/ 0x0000 fHHFT000000000000
2 REDIRECT:Ethernet] UDF_DATAS:0xffff00000065000000¢ OffT/0x000 0f 00000000000
3 REDIRECT:Ethernet2 UDF_DATAS:0x03ebffHFHHHFTHTTTT0x FF0000000000000000000000000000
2 REDIRECT:Ethernet] UDF_DATAS:0x03eafffHHr ey 0x ffro000000000000000000000000000
3 REDIRECT:Ethernet2 UDF_DATAS:0x1234567890 12 i Ox fFHF00000000000000000000
2 REDIRECT:Ethernet] UDF_DATAS:0x1234567890 1 1 fHHFHyOx AT 0000000000000000000
3 REDIRECT:Ethernet2 UDF_DATAS:0xffff0a000004 fFFfHF/0x0000fFH0000000000000000000
2 REDIRECT:Ethernet] UDF_DATAS:0xffff0a000003 fiFFFHHFT/0x00 00 00000000000000000000
3 REDIRECT:Ethernet2 UDF_DATAS:0x000000000000567890123456 789211t/ Ox AT TTTT0000
2 REDIRECT:Ethernet] UDF_DATAS:0x000000000000567890123456789 1 ffff/ Ox 0000

12 RFRTEELGIRD

~$ cat/tmp/flowtable.conf

p4.IngressPipelmpl.acemf exact.add_with_acemf set_egress_port(dst_aid=0x000000¢9.src_aid=0x00000065,port=0x0002)

K13 AR E S5 2R (2)

#itt#HHH#HACCMF_EXACT generate acl json info:
2024-12-19 15:30:29.058530| DEBUG : generate_8180_commands_udf:
“ACL_TABLE”: {
“ACCMF_EXACT”: {
“policy_desc™: “accmf_exact”,
“stage”: “INGRESS”,
“ports™: [
“Ethernet0”
1.
“type”: “UDF”,
“udf_groups™ “ACCMF_EXACT_UG_8”
1
:J

}

“ACL_RULE|ACCMF_EXACT”: {
“3_0x00000066_0x0003_0x00000065": {
“PRIORITY™: “37,
“PACKET_ACTION™: “REDIRECT:Ethernet3”,

1
s

#Ht#H#### ACCME_EXACT generate acl cli info:

2024-12-19 15:30:29.510889] DEBUG : sonic_getstatusoutput_one_time:
2024-12-19 15:30:30.069517| DEBUG : sonic_getstatusoutput_one_time:
2024-12-19 15:30:31.344083| DEBUG : sonic_getstatusoutput_one_time:
2024-12-19 15:30:31.344458] DEBUG : sonic_getstatusoutput_one_time:
6500000066fFHFTT/0x0000 00000000000

v
i
2024-12-19 15:30:29.058875| DEBUG : generate_8180_commands_udf: 895| {

“UDF_DATAS”: “0xffffo000006500000066HHTHTT0x0000 T 00000000000

)
2024-12-19 15:30:29.060138] DEBUG : generate_8180_commands_udf 914|

894| {

158 sudo sonic-cfggen -j /tmp/genereate_accmf exact_acl_table_dict.json -w

158| sudo sonic-cfggen -j /tmp/genereate_accmf exact_acl_rule_dict.json -w

158| show acl rule | grep ACCMF_EXACT

158/ ACCMF_EXACT 3_0x00000066_0x0003_0x00000065 3 REDIRECT:Ethernet3 UDF_DATAS:0xffff000000

14 FAF O3 UL

~$ show acl table

Name Type Binding Description  Stage Udf-groups

UDF  EthernetO0

ACCMF_EXACT
~$ show acl rule
Table

acemf_exact

Rule Priority Action

ingress ACCMF_EXACT_UG_8

Match

ACCMF_EXACT 3_0x00000066_0x0003_0x00000065

3 REDIRECT:Ethernet2 UDF_DATAS:0xffff0000006500000066 fHFT/0x0000 000000000000

oo 08 sS4
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